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PROTECT DATA ON PORTABLE DEYICES

HELPFUL TIPS

* Ask yourselk "k it realy necessarny that
| tfran=port this zersitive inform atio ™
If the arswwer i no, then do not copy
the information.

# Encrypt files or the full disk. By
enchypting files or weing full dik
enchyption, wou reduce the risk of
unauvthorzed individuals wiewing
sensitive data.

# Use strong passwords on all ywour
dewices, such a a minimum of eight
characters and a mix of special
symbols, letters and numbers. Mever
e the =ame paszword for multiple
dewvices or accounts.

# Be =sure al werifical information i
backed up. Portable dewices =should
not be the only place important
inform ation i stored.

# Store your portable devices secureby,
When not in use, =store portable
dewices out of =sight and, whenever
possible, in a locked drawer or file
cabinet.
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HELPFUL TIPS

e not engage in  inappropriate
conduct, =such a3z eyberbulbying,
cyberstaking or rude and offersive
beh aviar.

Co not do something in cyberspace
that you would consider wrong  ar
illegal in everyday life,

Lo not impersonate someone eke. |
iz wrong to create =ites, pages, or
posts that seem to come  from
someons else.

Adhere to copyright restrictiors when
dowvenloading material from the Internet.

Lo not use someone eke's password
or other id entifying information.
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It tadies anby a few seconds to secure
wour computer and help protect it from
unauthorzed access. Lock donn wour
computer ewerny time wou leawe wour
desk.

Set up a screan-saver that will lodk
your computer after a preset amount
of ime and require a password to log
back in.

If wyour computer i used by more than
one person, you may want to create
individual accounts, with unique login
and passwords for each user,

Choose 3 stong password. A good
passward should abuays include upper
and lowercase letters, numbers, and at
lzast one spacial character. Do not set
the option that allowes 3 computer to
remember amy password.
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HELPFUL TIPS

Alvays thirk before you click an links ar
images in an email, irctant meszage, or
on web sites. Be cautiows when you
recefre an attachmert from unknown
sources, BEven if you know and trust the
sender or the website, it & =till prudent
to use cadtion when navigating pages
and clicking on lirks or images.

Lo not rephy to emaik that ask wou to
"yerify  ywour  information"  or to
"confirm your user id and passwword.”

Be =zure to read the privacy statement
on websites you are wisiting prior to
providing amy personal information, to
understand that entiby's policy regarding
protection of data.

FPeriadicalby chedd wour Internet broweser
settings (e.g9. Security and Privacy] to
enzure that the seftings are adequate
for your lewel and type of Internet
activrity.

Feview credit card and bank account
statements as =oon as you receive them
to chedd for unauthorized charges.
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