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State agencies are required to provide notification to parties affected by a security breach that compromises: 
· certain types of “personal information” covered by Ohio Revised Code 1347.12, and
· unsecured protected health information under the Health Insurance Portability and Accountability Act (HIPAA). 
More specifically, both HIPAA and ORC 1347.12 require notification when there is a risk of harm to an individual as a result of a security incident. The notification requirement under ORC 1347.12 is applies to compromises of security that “[cause], reasonably is believed to have caused, or reasonably is believed will cause a material risk of identity theft or other fraud to the person or property of a resident of this state.” Likewise for HIPAA, the interim rule on breach notification applies to an incident that “compromises the security or privacy” of unsecured PHI such that the compromise “poses a significant risk of financial, reputational, or other harm to the individual.” (CFR 164.402(1)(i))
Complete this form when a potential incident has occurred that involves possible unauthorized access or misuse of personal information. This review is necessary to determine whether there is sufficient risk of harm, e.g., identity theft, to notify affected parties. 
Because privacy entails allowing individuals to make informed choices regarding their information, state agencies should maintain a preference for notification of parties affected by a possible breach. In some instances, however, the risk of harm is low, and notification may not be necessary– and can even constitute a costly overreaction. In other instances, an agency may determine that notification is not required by law but is still the right thing to do. This form assists agencies in evaluating and documenting the agency’s ultimate notification decision. The interim rule on HIPAA breach notifications requires the risk of harm to be documented. The form also is highly recommended as a means to document risk of harm conclusions for potential incidents covered by ORC 1347.12.
Risk of Harm Assessment & Security Breach Notifications
General Information
	Incident name:

	Date of event:


	Point of contact:
	Phone:


	E-mail:

	Potential number of individuals affected (estimate if unknown and update as information becomes available):

	Describe the types of information, including personal information, involved in the incident:



	   ___ Unsecured Protected Health Information under HIPAA

	   ___ ORC 1347.12 “personal information” – an individual’s first name or first initial and last name in combination with:
___ Social security number

___ Driver’s license number
___ State ID card
___ Account/credit/debit card number and any required security code, access code or password


	   ___ Other personally identifiable information – provides details:



	Source of incident:  What agency or agencies and vendors, if any, are involved in the incident? Identify each entity’s role in collecting, maintaining, processing, and disposing of the information involved.
     

	Brief description of the incident:



	For HIPAA-related incidents only:

What type of organization is responsible for the information at the point when the incident occurred (Circle one):

Covered Entity / Business Associate / Hybrid Entity 


Risk Ratings

The following ratings require estimates on the level of risk posed by each of the incident’s circumstances. Circle or otherwise indicate how high the risk of harm is with each aspect of the incident, then provide a justification for the rating in a few sentences. Note that some ratings are shown as “weighted” due to their importance. 
No single equation exists to calculate the level of risk associated with an incident, and certain ratings may be more critical than others given the circumstances. For example, if the “Recipient” Rating indicates that a known hacker accessed personal information, risk may be significantly high even with a low “Security Controls” Rating. Alternately, the exposure of electronic records, a high risk rating on “Format of Disclosure,” may not weigh as heavily if the “Recipient” is a Business Associate that already has a contractual duty not to disclose PHI.
Note that the Risk Ratings for “Recipient(s),” “Circumstances of release,” “Disposition” or “Security Controls” are weighted ratings. If the answer for any of these ratings is high, a significant risk of a breach is likely to exist.
I. Format of Disclosure

a) In what form was the information disclosed?
Description: Information obtained through inadvertent, verbal disclosure may not be immediately captured or correctly understood. Paper records may be more permanent in nature but more difficult to share. Electronic information is readily sharable via e-mail and other means.

	Manner of Disclosure
	lower risk
higher risk

	Risk Rating: Indicate risk with an “X” on continuum
	


	Examples:
	Verbal
	Paper
	Electronic

	Details and explanation:

	


II. Recipients
a) Who received the information? 
Description: Disclosure to a business partner or a fellow employee may not present a significant amount of risk if the other party is cooperative. Similarly, accidental disclosure to the wrong patient may present a relatively containable incident. If the receiver of the information is unknown or if the information was illegally obtained, then the motives of the recipient may not be assessable, increasing risk. 

	Weighted
	Recipient
	lower risk
higher risk

	
	Risk Rating: Indicate risk with an “X” on continuum
	


	
	Examples:
	Your Business Associate 

Another covered entity

Internal workforce
	Wrong payor (not the patient’s)

Unauthorized family member

Non-covered entity
	Lost

Stolen 

Member of the general public

Unknown

	
	Details and explanation:

	


b) What is the likelihood that an unauthorized individual will know the value of the information and either use the information or sell it to others?
Description: Certain types of data, such as financial information and Social Security Numbers, will be of obvious value to a recipient and carry significant risk. Data that is encrypted or has its value otherwise obscured should create less concern. Information that is not immediately accessible, or whose worth is alluded to in a media report, may only create moderate risk.

	Broad reach of potential harm
	lower risk
higher risk

	Risk Rating: Indicate risk with an “X” on continuum
	


	Examples:
	Value unknown

Data is encrypted
	Additional information must be acquired to commit fraud

Data stored in a proprietary format

Media coverage of incident
	Value is apparent

Visible Social Security numbers plus names

Visible financial account number and access code

	Details and explanation:

	


III. Circumstances of Release
a) Is there any evidence that an individual had logical or physical access to personal information on an agency network, system, application, data or other resource without permission?
Description: Unintentional disclosure to a recipient may not present an elevated level of risk. Accidental data loss, or theft where the value of the data is not immediately obvious may likewise carry lower potential for harm. However, as intent to obtain and use personal information becomes increasingly evident, the danger of misuse also increases.
	Weighted
	Circumstances of release
	lower risk
higher risk

	
	Risk Rating: Indicate risk with an “X” on continuum
	


	
	Examples:
	Unintentional disclosure of information
	Untargeted theft

Lost
	Intentional use/access without authorization

Intentional disclosure without authorization


	Using false pretense to obtain or disclose

Obtained for personal gain/malicious harm Hack

Theft – data targeted

	
	Details and explanation:

	


IV. Disposition
a) Is there any evidence that the compromised information is being used to commit identity theft? (Note: If there is evidence of identity theft or misuse, the breach threshold is automatically met. Continue to use this form for the purpose of documenting all risks.)
b) What is the current state of the personal information?
Description: Verifiable return or destruction of information is a reasonable demonstration that the disclosed information was not misused. Unattested destruction requires a higher level of trust and therefore comes with higher risk. Information of uncertain disposition should be viewed as high risk until its outcome can be determined. Evidence of identity theft should automatically trigger the breach notification process.

	Weighted
	Disposition
	lower risk
higher risk

	
	Risk Rating: Indicate risk with an “X” on continuum
	


	
	Examples:
	Information returned complete

Information properly destroyed and attested to

Information never removed from agency
	Information properly destroyed (unattested)

Electronically deleted (unsure of backup status)
	Unable to retrieve Unsure of disposition or location

High Alert (suspicion of pending re-disclosure)

Extremely High Alert (PHI already re-disclosed)

	
	Details and explanation:

	


V. Security Controls and Technical Barriers
a.) Encryption: Is the information encrypted? If so, specify the type of encryption in use:
b.) Destruction: If the information is on paper, film or hard copy media, has the information been shredded or destroyed such that the personal information cannot be read or otherwise reconstructed? If the information is on electronic media, has the information been cleared, purged or destroyed consistent with NIST Special Publication 800-88, “Guidelines for Media Sanitization?”
c.) List all other security controls in place to prevent a breach of the personal information:

Description: Security controls should create multiple layers of defense in case a single control fails. If the information is encrypted to an acceptable standard, resides on a system that is not connected to a network, or has been wiped completely from a device, risk may be mitigated. Note that encryption must be properly implemented to be effective. In addition, consider the presence of access controls such as passwords and firewalls.
	Weighted
	Security Controls
	lower risk
higher risk

	
	Risk Rating: Indicate risk with an “X” on continuum
	


	
	Examples:
	Data wiped

Information/device  encryption meets NIST standard

Air gapped system


	Password protected, not compromised

Information destroyed/ encrypted, but not to NIST standards

Firewall or other network barriers

Information not easy to access due to customized hardware/software
	Password protected – password was compromised 

No controls 

Encryption used but access controls compromised or easily defeated

Other

	
	Details and explanation:

	


Conclusion: Risk of Harm
	Review the Risk Ratings above and consider the number of low-, moderate- and high-risk responses. Do the ratings indicate that the agency faces a moderate-to-high risk of experiencing a data breach? If so, significant risk of a breach likely exists. Did the security controls sufficiently mitigate the identified risks? 
No single equation exists to calculate the level of risk associated with an incident. Certain Ratings may be more critical than others given the circumstances. For example, if the “Recipient” Rating indicates that a known hacker accessed personal information, risk may be significantly high even with a low “Security Controls” Rating. Alternately, the exposure of electronic records, a high risk rating on “Format of Disclosure,” may not weigh as heavily if the “Recipient” is a Business Associate that already has a contractual duty not to disclose PHI.
Note that the Risk Ratings for “Recipient(s),” “Circumstances of release,” “Disposition” or “Security Controls” are weighted ratings. If the answer for any of these ratings is high, a significant risk of a breach is likely to exist.
Note: If there is evidence of identity theft or misuse, the breach threshold is automatically met and you must specify YES below.

Should the agency notify that a breach has occurred?

 _____   YES, REQUIRED: Significant risk exists that a breach has occurred. Date of intent to issue notification:_________. Notification is mandated by: 
· HIPAA ______ 
· ORC 1347.12 ______ 
· Other: ________________________
 _____   YES, OPTIONAL: Notification is not mandated but appropriate. Date of intent to issue notification:_________.

 _____   DELAY: Delay for notification is necessary due to either a) insufficient evidence of a breach or b) law enforcement has requested a delay.
 _____   NO: The risk of harm due to a data breach is low.

Notify Justification (In the space below, describe how the agency came to a decision to notify affected parties):  
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