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Breach Checklist for Unsecured PHI
If a breach of unsecured Protected Health Information occurs, an agency will have to report the breach to the US Department of Health & Human Services Office of Civil Rights
 (OCR) as required by the Health Insurance Portability and Accountability Act (HIPAA). 
Follow this checklist to assemble the information necessary to submit the notice. Please note that OCR’s online filing form cannot be saved for revision and submission later. Once the form is submitted to OCR, it also cannot be printed or accessed again. It is recommended that filing agencies print out the completed form before submitting it. You may also want to file the completed checklist with other summary information to document compliance with the breach notification requirements of HIPAA. 
The OCR reporting form is the final authoritative document for reporting. Therefore, please check the OCR reporting website (http://transparency.cit.nih.gov/breach/index.cfm) for updates before completing this checklist. This checklist is intended to be a simple assistance tool only.
	Breach Size:
	Estimate of number affected:
	As of date: 


Section 1 – Covered Entity
Identify the Covered Entity (CE). Guidance on identifying a CE is here: 
https://www.cms.gov/HIPAAGenInfo/06_AreYouaCoveredEntity.asp. 

 Identify the name, address and contact information for the Covered Entity (CE). 

 Determine if the CE is a:

 Health Plan 

Health Care Provider 

Health Care Clearinghouse

Section 2 – Business Associate
If a breach occurred at or by a Business Associate (BA), identify the BA. Guidance on identifying a BAs is here: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html 


 If the breach occurs at or by a BA, collect the name of the BA, address and contact information including both phone and e-mail.
Section 3 – Breach
Provide details about the breach.

Identify the date(s) of the breach and the date(s) of discovery.
	
Determine if any of the following types of breaches occurred: 

· Theft 

· Loss 

· Improper Disposal 

· Unauthorized Access/Disclosure 

· Hacking/IT Incident 

· Unknown 

· Other (provide description)
	
Identify the location of the breached information:

· Laptop 

· Desktop Computer 

· Network Server 

· E-mail 

· Other Portable Electronic Device 

· Electronic Medical Record 

· Paper 

· Other (provide description)





Identify the type of protected health information involved in the breach:
· Demographic (e.g., name, address/ZIP, date of birth, SSN, drivers license or other identifier)
· Financial (e.g., credit card/bank acct #, claims information, or other financial information)
· Clinical (e.g., diagnosis/conditions, medications, lab results, or other treatment information)
· Other (provide description)

Identify the location of the breach, a description of how the breach occurred, and any additional information regarding the type of protected health information involved in the breach.

Indicate what protective measures were in place prior to the breach:
· Firewalls 
· Packet Filtering (router-based) 

· Secure Brower Sessions 

· Strong Authentication 

· Encrypted Wireless 

· Physical Security 

· Logical Access Control 

· Anti-Virus Software 

· Intrusion Detection 

· Biometrics

· Other (provide description)
Section 4 – Notice of Breach and Actions Taken
Breach notification requirements are here: http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/index.html

Identify the date(s) on which individual notice is provided.

If the contact information for individuals affected by the breach is too insufficient or out-of-date to be used for written notice, determine whether a substitute form of notice reasonably calculated to reach the individuals should be used.
a) Substitute notice need not be provided in the case in which there is insufficient or out-of-date contact information that precludes written notification to the next of kin or personal representatives.
b) If contact information is insufficient or out-of-date for fewer than 10 individuals, then substitute notice may be provided by an alternative form of written notice, telephone, or other means.

Determine if media notice is required. If contact information is insufficient or out-of-date for 10 or more individuals, substitute notice shall:
a. be in the form of either: 
i. a conspicuous posting for a period of 90 days on the home page of the Web site of the covered entity involved, or conspicuous notice in major print or 
ii. broadcast media in geographic areas where the individuals affected by the breach likely reside.
b. Include a toll-free phone number that remains active for at least 90 days where an individual can learn whether the individual’s unsecured protected health information may be included in the breach.


Determine if any of the following actions are necessary as a result of the breach:
a. New security or privacy safeguards
b. Mitigation plan
c. Sanctions
d. New or revised policies and procedures
e. Other


Determine if any other actions taken following the breach should be documented in the notice to OCR.
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